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What happened to the days in the not too distant past of the late 1980s and early 1990s when administrators and teachers were only concerned with pagers and the occasional cell phone? Gone are the days when school districts adopted board policies forbidding the possession of pagers and cell phones, mostly for the disturbance these devices created when they beeped or rang, and confiscating these devices from disobedient youth. The shootings at Columbine and other acts of school violence has forever changed student possession and use of electronic communication devices in the schools and boards of education's reaction to them.

Today's youth are equipped with and proficient in using electronic communication devices that far surpass the now obsolete pagers and analog cell phones. Digital cell phones, camera cell phones, text messages, electronic mail, instant messages, online journals, polling sites and chat rooms are the norm.  Parents want accessibility to their children, particularly for safety considerations, and school districts have consented to student possession and use with some restrictions.

Although possession and use of electronic communication devices provide peace of mind to parents, these devices have opened a list of concerns for school districts. Besides using these devices for positive uses, including notifying parents when emergencies occur and creating files and documents for school use, some students are inappropriately using these devices to cheat and harass or bully others.

How do students use electronic communication devices to harass and bully others and what can boards of education, administrators and teachers do to address these concerns? William Belsey, an educator and owner of a cyberbullying website, defines electronic harassment and bullying, commonly called cyberbullying, as “using information and communication technologies, such as email, cell phone and pager text messages, instant messaging (IM), defamatory personal websites and defamatory online personal polling websites, to support deliberate, repeated and hostile behavior by an individual or group that is intended to harm others."

Cyberbullying most often occurs by:

· Posting slurs on websites where students congregate or on weblogs (personal online journals or diaries);
· Sending mean or threatening instant messages (IM);
· Using camera phones to take embarrassing photographs of students and posting them online and

· Using websites to circulate gossip and rumors or to poll students, e.g. to vote on the fattest or ugliest kid in school.

Cyberbullying is particularly harmful-and different from other forms of bullying because, according to David Smith, Esq. of Britton, Smith, Peters & Kalail Co., L.P.A., it is:
· Cowardly; the cyberbully(s) can hide behind the anonymity of the Internet;
· Spread to very large audiences with remarkable speed;
· Done with little to no fear of being punished; because of the anonymity, the cyberbully does not have to own up to his or her actions and
· Often not reported by victims for fear of losing electronic communication privileges.
In addition, the reflection time between planning a deed and carrying out that deed in cyberspace has been diminished considerably. The deed can be planned and carried out with almost no time in between to think about the consequences. (With most other forms of bullying, the perpetrator has time to think about the planned act, and may change his/her mind.) Also, once the deed has been committed, it is nearly impossible to contain, i.e. there is almost no way to retrieve and destroy all evidence of the misdeed once it enters cyberspace.

Although most cyberbullying occurs off school district property - away from the legal authority of school boards and the watchful eyes of administrators and teachers - there are a number of things that school districts can do to address this issue:
· Make sure the Board has adopted policies on acceptable and safe uses of the Internet;
· Make sure that administrators have included in Student Codes of Conduct acceptable uses of computers, the Internet and personal electronic communication devices, as well as established clear and consistent consequences for violators and educated all staff on the laws governing the privacy of student records to protect students from those who would use personal information about others to harass or intimidate;
· Make sure that technology coordinators are monitoring access, become aware of abuses, immediately report those abuses to building administrators and save and retain all logs on online activity. For those school districts that need help, some authorities recommend asking law enforcement officials to send a "cyberdetective" or Internet Crimes Against Children(ICAC)task force to visit the school;

· Make sure that all students and parents of students have read these acceptable use policies, as well as the acceptable conduct for students and consequences for Violators written in the Student Code of Conduct and have signed agreements to abide by them and are educated about cyberbullying and their responsibility to report all violators – nothing can be done to stop this kind of bullying unless abuses are reported –and
· Educate administrators, teachers, students and parents of harassment and bullying, including cyberbullying, and the districts zero tolerance policy of this type of behavior.

Cyberbullying most often occurs off school district property and away from the legal reach of school authority. However, boards of education and school administrators cannot ignore this issue. The mental health and safety of your students depend on it. Cyberbullying is an issue that must be addressed sooner rather than later, for harassment by a cyberbully must not be tolerated by anyone.

Those interested in obtaining more information on this subject and other technology issues should plan to attend the Schools, Technology and the Law workshop sponsored by OSBA's legal division, April 7, 2005.

Sources:

"Privacy v. Security, Regulating Camera Phones and Other Media," David Kane Smith, Esq. Web article, "Stalked by a Cyberbully," http://www.cyberbullying.ca/mac1eans_May_19_2004.html

"Online Safety at School," Parry Aftab, PC Magazine, August 3, 2004

"Cyberbullies Stalking Online Playground," Candy J. Cooper, The Record (Bergen County, NJ), April 21, 2004

